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Risk management 
for research data 
about people

a general matrix to be used by data 
stewards and research supporters 
for the assessment of privacy risks 
with research data and determination 
of appropriate methods for risk 
management

‘How likely is it 
    that a person can be re-identified 
from research data?’

‘What are appropriate measures 
      to protect the data and  
the people behind the data?’
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What? 
This matrix is generic. It is a tool for data stewards  
or other research supporters to assist researchers  
in taking appropriate measures for the safe use and 
protection of data about people in scientific re- 
search. It is a template that you can adjust to the 
context of your own institution, faculty and / or  
department by taking into consideration your 
setting’s own policies, guidelines, infrastructure 
and technical solutions. In this way you can more 
effectively determine the appropriate technical and 
organizational measures to protect the data based 
on the context of the research and the risks  
associated with the data.

Why? 
Data about people used in scientific research are  
rarely anonymous. It is important that researchers 
are aware of this at an early stage in their data 
management planning because, if data are not 
anonymous, the General Data Protection Regulation 
(gdpr) applies. This means, amongst other things, 
that the correct technical and organizational  
measures must be taken to protect these data.

How?     
The matrix is based on the Five Safes Framework1. 
This framework consists of five perspectives (pro-
jects, people, data, settings, and output) that should 
be considered when determining appropriate data 
protection measures. In general, data protection 
measures should address all five of these perspec-

tives. If certain measures in one perspective are not 
feasible, “stricter” measures should be applied in 
another perspective of the Five Saves Framework.
 
One data protection measure that is particularly 
important with research data is pseudonymization. 
The level of de-identification can vary with pseu-
donymized data, but always remember: even if data 
are pseudonymized, they are still not anonymous. 
The matrix below provides guidance on data  
protection measures that can be used for the various 
de-identification levels of pseudonymized data while 
taking into consideration each perspective of the 
Five Safes Framework. 

In summary, this matrix helps you in your role of a 
research supporter to provide discipline-specific  
advice on data protection measures that is in line 
with the gdpr requirements and also consistent  
with other research institutions in the Netherlands.  

The matrix provides the following information: 
i.  �5 risk levels for how likely or easily an individual 

could be identified from the data
ii.  �A generic example for each of these levels  

iii.  �A field that should be completed with discipline 
specific examples 

iv.  �5 perspectives from the Five Safes Framework  
to consider for each risk level. 

And finally
If you are in doubt or if you have questions about 
anonymization, pseudonymization and data 
protection measures, always talk to the privacy 
officer in your own institution.

lcrdm Task Group Anonymization
(Version: December 2019) 

1] �Meer informatie over  
The Five Saves Matrix (Engels):                                                                                                

– �https://en.wikipedia.org/wiki/Five_safes; 
– �https://www2.uwe.ac.uk/faculties/bbs/Docu-

ments/1601.pdf
– �http://blog.ukdataservice.ac.uk/access-to-sensi-

tive-data-for-research-the-5-safes/  
– �http://archive.stats.govt.nz/browse_for_stats/

snapshots-of-nz/integrated-data-infrastructure/
keep-data-safe.aspx

https://en.wikipedia.org/wiki/Five_safes
https://www2.uwe.ac.uk/faculties/bbs/Documents/1601.pdf
https://www2.uwe.ac.uk/faculties/bbs/Documents/1601.pdf
http://blog.ukdataservice.ac.uk/access-to-sensitive-data-for-research-the-5-safes/
http://blog.ukdataservice.ac.uk/access-to-sensitive-data-for-research-the-5-safes/
http://archive.stats.govt.nz/browse_for_stats/snapshots-of-nz/integrated-data-infrastructure/keep-data-safe.aspx
http://archive.stats.govt.nz/browse_for_stats/snapshots-of-nz/integrated-data-infrastructure/keep-data-safe.aspx
http://archive.stats.govt.nz/browse_for_stats/snapshots-of-nz/integrated-data-infrastructure/keep-data-safe.aspx


Identification risk level  
“anon”

Anonymized 
ps3

Pseudonymized at 
level 3

ps2
Pseudonymized at 

level 2 

ps0
Not pseudonymized 

ps1
Pseudonymized at 

level 1

Following guidance is recommended as a general framework for each institutions’ data protection measures. 
Add additional detail to each section as required.

section i: What are the risk levels for re-identification of research data about people?

How high is the risk of re-identification?   

Definition for each 
risk level

Directly identifying* 
personal data

Direct identifiers* are 
not present but:
1. participants are iden-
tified via pseudonym/
id number that links 
to a linking table/key 
file** containing the 
directly identifying 
information
and
2. the pseudonym or id 
number is meaningful 
or not random, e.g. 
dob + postal code
and/or
3. data collected 
can easily be used to 
re-identify an individual

Direct identifiers* are 
not present but: 
1. participants are iden-
tified via a meaningless 
pseudonym/random id 
number that links to a 
linking table/key file** 
containing the directly 
identifying information
and/or
2. a unique profile for 
an individual could be 
generated from the 
collected data 
and/or
3. with some reasona-
ble time and effort, it is 
possible to re-identify 
an individual based on 
characteristics in the 
data   

Direct identifiers* are 
not present but 
1. participants are iden-
tified via a meaningless 
pseudonym/random id 
number that links to a 
linking table/key file** 
containing the directly 
identifying information
and
2. it is not possible to 
generate a unique 
profile for at least one 
individual from the 
collected data 
and
3. it would not be 
possible to re-identify 
an individual based on 
characteristics in the 
data  

Data collected anony-
mously: 
1. No direct or indirect 
identifiers* present.
and
2. There is no linking  
table/key file possi-
ble** (i.e. there is no 
way to couple the 
anonymous data to 
another dataset) 
and
3. Insufficient data is 
collected to create a 
profile unique to at 
least one individual
and
It is not possible to 
re-identify participants 
based on characteris-
tics in the data

4
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nb: This level applies, 
even if no random id 
numbers linking to a 
linking table/key file 
are used, but it is still 
possible to generate 
unique profiles of indi-
viduals based on the 
collected data and/or 
it would be possible to 
re-identify an individual 
based the characte-
ristics collected in the 
data

nb: At this level of 
pseudonymization, the 
data are very close to 
being anonymous, but 
ultimately the gdpr still 
applies. There may be 
situations where the 
data could be handled 
in a similar manner 
to “anon”-level data 
as long as the linking 
tables/key files are kept 
extremely secure, and 
only after discussion 
and agreement from 
privacy and security 
experts at your institu-
tion.

* Directly identifying/direct identifiers: Data can be 
directly and easily attributed to an individual through 
characteristics/variables that are unique to that 
individual such as name, address, e-mail address, 
bsn etc. Note that directly identifying variables may 
depend on the context or the individual in question 
(e.g. Jan Janssen versus Mark Rutte), so you may 
need to consider the context when deciding if a 
variable is directly identifying.   
Indirectly identifying/indirect identifiers: Data 
that must be combined with other information to 
identify an individual, such as a random id code that 
links to directly identifying information or through 
a combination of variables that singles out a unique 
individual (e.g. a man in a breast cancer registry can 
be identified through combination of gender and 
breast cancer status)  

** Linking table/key file: a dataset containing direct-
ly identifying information that is linked to research 
data via a random id code. 

There may be identifiers in the dataset with which 
people can be identified via a different file. In this 
way you also create a key file, unintentionally. For 
example, if the dataset contains technical keys (re-
cord ids) from a source file or if the dataset contains 
numbers/ids for lab samples/measurements or 
document ids or filenames.
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“anon”
Anonymized 

ps3
Pseudonymized at 

level 3

ps2
Pseudonymized at 

level 2 

ps0
Not pseudonymized 

ps1
Pseudonymized at 

level 1

Following guidance is recommended as a general framework for each institutions’ data protection measures. 
Add additional detail to each section as required.

section ii: Generic example of research data at each identification risk level
 

 Users should add 
additional discipline 
specific examples

 Users should add 
additional discipline 
specific examples

 Users should add 
additional discipline 
specific examples

 Users should add 
additional discipline 
specific examples

 Users should add 
additional discipline 
specific examples

name: Rutger Hauer
patient  number: 

90210
e-mail: 

blade.runner@batman.nl
postal code: 8911 aa

city: 
Leeuwarden

date of birth: 
27-4-1967

income: 7,861
job: Judge

car: DeLorean
license plate: 

sn-09-hn

patient  number: 
90210

postal code: 8911
city: 

Leeuwarden
date of birth: 

27-4-1967
income: 7,861

job: Judge
car: DeLorean
license plate: 

sn-09-hn

study subject : 
47110009

region: 
Friesland

year of birth: 
1967

income: 7,500-10,000
job: Legal

car: DeLorean

study subject : 
47110009

country: 
Netherlands
age: 51-60

income: 5,000-15,000
job: Legal

car: Sports car

country: 
Netherlands
age: 51-60

income: 5,000-15,000
job: Legal

car: Sports car

section iii: 
Discipline specific research data examples to be filled in by users of the matrix
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Safe projects
How to ensure use of 
the data is appropria-
te, legal and ethical?

Researcher should:
– Complete a dpia, 
dmp and ethics appli-
cation prior to data 
collection
– Check whether 
informed consent is 
required and whether 
the consent process 
has been followed.
– Ensure legal agree-
ments between invol-
ved parties that are 
required by gdpr are 
in place prior to data 
collection
– Check if other legal 
agreements are requi-
red for business confi-
dentiality or intellectual 
property purposes

Researcher should:
– Complete a dpia, 
dmp and ethics appli-
cation prior to data 
collection
– Check whether 
informed consent is 
required and whether 
the consent process 
has been followed.
– Ensure legal agree-
ments between invol-
ved parties that are 
required by gdpr are 
in place prior to data 
collection
– Check if other legal 
agreements are requi-
red for business confi-
dentiality or intellectual 
property purposes

Researcher should:
– Complete a dpia, 
dmp and ethics appli-
cation prior to data 
collection
– Check whether 
informed consent is 
required and whether 
the consent process 
has been followed.
– Ensure legal agree-
ments between invol-
ved parties that are 
required by gdpr are 
in place prior to data 
collection
– Check if other legal 
agreements are requi-
red for business confi-
dentiality or intellectual 
property purposes

esearcher should:
– Complete a pre-dpia 
(to see whether or not 
a dpia is necessary), as 
well as dmp and ethics 
application prior to 
data collection
– Check whether 
informed consent is 
required and whether 
the consent process 
has been followed.
– Ensure legal agree-
ments between invol-
ved parties that are 
required by gdpr are 
in place prior to data 
collection
– Check if other legal 
agreements are requi-
red for business confi-
dentiality or intellectual 
property purposes

Research should:
– Complete a dmp and 
ethics application, whe-
re applicable, prior to 
data collection
– Check with experts 
to confirm that data 
are in fact anonymous; 
choose experts appro-
priate to your discipline 
that can appropriately 
assess the type of data 
in question. 
– Check if other legal 
agreements are requi-
red for business confi-
dentiality or intellectual 
property purposes

section iv: 
Five perspectives (projects, people, data, settings, output) 
to consider when determining data protection measures

“anon”
Anonymized 

ps3
Pseudonymized at 

level 3

ps2
Pseudonymized at 

level 2 

ps0
Not pseudonymized 

ps1
Pseudonymized at 

level 1



ps0 ps1 ps2 ps3 “anon”

Safe people
Can users be trusted 
to use data appro-
priately?

– Research staff are 
required by contract to 
keep data confidential 
and to follow standard 
operating procedures 
for safe data collection
– Research staff should 
have received the rele-
vant privacy training.
– Students/interns 
must sign confiden-
tiality agreements and 
must follow institu-
tional rules for how 
and where data will be 
stored after collection
– Access rights should 
be limited to a few indi-
viduals who absolutely 
need to access the data
– Documentation of 
who has access and 
what the access rights 
are should be maintain-
ed and updated regu-
larly; temporary access 
should be revoked in a 
timely manner
– Legal agreements 
should be established 
with any external par-
ties who can access the 
data (such as proces-
sors or collaborators)

– Research staff are 
required by contract to 
keep data confidential 
and to follow standard 
operating procedures 
for safe data collection
– Research staff should 
have received the rele-
vant privacy training.
– Students/interns 
must sign confiden-
tiality agreements and 
must follow institu-
tional rules for how 
and where data will be 
stored after collection
– Documentation of 
who has access and 
what the access rights 
are should be maintain-
ed and updated regu-
larly; temporary access 
should be revoked in a 
timely manner
– Legal agreements 
should be established 
with any external par-
ties who can access the 
data (such as proces-
sors or collaborators)

– Research staff are 
required by contract to 
keep data confidential 
and to follow standard 
operating procedures 
for safe data collection
– Research staff should 
have received the rele-
vant privacy training.
– Students/interns 
must sign confiden-
tiality agreements and 
must follow institu-
tional rules for how 
and where data will be 
stored after collection
– Documentation of 
who has access and 
what the access rights 
are should be maintain-
ed and updated regu-
larly; temporary access 
should be revoked in a 
timely manner
– Legal agreements 
should be established 
with any external par-
ties who can access the 
data (such as proces-
sors or collaborators)

– Research staff are 
required by contract to 
keep data confidential 
and to follow standard 
operating procedures 
for safe data collection
– Research staff should 
have received the rele-
vant privacy training.
– Students/interns 
must sign confiden-
tiality agreements and 
must follow institu-
tional rules for how 
and where data will be 
stored after collection
– Documentation of 
who has access and 
what the access rights 
are should be maintain-
ed and updated regu-
larly; temporary access 
should be revoked in a 
timely manner
– Legal agreements 
should be established 
with any external par-
ties who can access the 
data (such as proces-
sors or collaborators)

– Access, reading and 
writing rights of all 
internal research team 
members should be 
documented and regu-
larly updated
– Researchers should 
determine whether 
agreements need to be 
in place with exter-
nal partners or with 
students for business, 
intellectual property or 
data ownership 
reasons; if not applica-
ble, data may be shared 
freely and/or openly 
published
– If data become 
re-identified in the 
future due to enhanced 
technological methods, 
every third party using 
the data is indepen-
dently responsible for 
treating the data as 
personal data there-
after (i.e. it is not the 
original data collector’s 
responsibility to inform 
or monitor secondary 
users of the data)

8
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ps0 ps1 ps2 ps3 “anon’’

Safe data
How to minimize 
disclosure risk within 
the data itself?

Researchers should:
– Determine if research 
goals can be comple-
ted without directly 
identifying data
– Directly identifying 
information should 
be separated from 
indirectly identifying 
information, for exam-
ple in a separate linking 
table/key file.
– In some cases, it may 
be appropriate to mask 
the directly identifying 
information, e.g. via 
hashing. 

Researchers should:
– Determine if research 
goals can be comple-
ted without indirectly 
identifying data 
– Determine if research 
goals can be comple-
ted without specific va-
riables that are the sole 
reason for re-identifi-
cation, or by an alterna-
tive variable that is less 
identifying (e.g. age or 
year of birth instead of 
full birthdate).
– Screen text fields for 
identifying information.
– Generalize or remove 
unique data points/
extreme values.
– Remove unnecessary 
identifying information. 
– Re-code data to a less 
identifiable form.
– Use meaningless 
pseudonyms/-random 
id numbers, whenever 
possible

Researchers should:
– Determine if research 
goals can be comple-
ted without indirectly 
identifying data 
– Determine if research 
goals can be comple-
ted without specific va-
riables that are the sole 
reason for re-identifi-
cation, or by an alterna-
tive variable that is less 
identifying (e.g. age or 
year of birth instead of 
full birthdate).
– Screen text fields for 
identifying information.
– Generalize or remove 
unique data points/ex-
treme values.
– Remove unnecessary 
identifying information. 
– Re-code data to a less 
identifiable form.

Researchers should:
– Determine if research 
goals can be comple-
ted without the use of a 
linking table/key file 

Researchers should:
Check with experts to 
confirm that data are 
in fact anonymous; 
choose experts appro-
priate to your discipline 
that can appropriately 
assess the type of data 
in question. 
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ps0 ps1 ps2 ps3 “anon”

Safe settings
How is unauthorized 
access prevented?

– Institutions should 
develop faculty-level/
discipline specific 
standard operating pro-
cedures for safe data 
collection and storage
– Research teams 
should establish data 
collection and storage 
protocols for all team 
members to follow to 
minimize privacy risks 
with the data collection
– Data should be stored 
locally: only shared 
with external partners 
under strict circum-
stances, with secure 
methods for data trans-
fer/sharing and with 
legal agreements in 
place between parties 
– Highest level of 
security for methods of 
collection and storage 
of data must be used. If 
subjects are vulnerable 
or the nature of the 
data is very sensitive/
potentially harmful to 
the subjects, additio-
nally security measures 
beyond standard opti-
ons may be necessary 
(e.g. additional encryp-
tion or use of air-gap-
ped computers)

– Institutions should de-
velop faculty-level/dis-
cipline specific standard 
operating procedures 
for safe data collection 
and storage
– Research teams 
should establish data 
collection and storage 
protocols for all team 
members to follow to 
minimize privacy risks 
with the data collection
– Data should be stored 
locally: only shared with 
external partners under 
strict circumstances, 
with secure methods 
for data transfer/sharing 
and with legal agree-
ments in place between 
parties 
– In general, highest 
level of security for me-
thods of collection and 
storage of data should 
be used, particularly 
when collecting data 
from vulnerable sub-
jects or when the nature 
of the data is very sensi-
tive/potentially harmful 
to the subjects. In some 
cases, a moderate level 
of security may be ap-
propriate, if the 

– Institutions should 
develop faculty-level/
discipline specific 
standard operating pro-
cedures for safe data 
collection and storage
– Data should be stored 
locally, but may be 
shared with external 
partner as long as ap-
propriately secure me-
thods for data transfer/
sharing are used and 
legal agreements are in 
place between parties 
– Level of security for 
methods of collection 
and storage of data will 
vary depending on sen-
sitivity of the collected 
data and vulnerability 
of the subjects. Security 
will range from mo-
derate to the highest 
level; an appropriate 
level of security should 
be determined with 
the help of privacy and 
security experts
– Data published in a 
third-party repository 
must only be accessible 
upon request and data 
must only be shared 
with external parties if 
secure methods are 

– Data should be stored 
locally, but may be 
shared with external 
partner as long as 
appropriately secure 
methods for data trans-
fer/sharing are used 
and legal agreements in 
place between parties 
– Level of security for 
methods of collection 
and storage of data will 
vary depending on sen-
sitivity of the collected 
data and vulnerability 
of the subjects. Security 
requirements for this 
type of data are gene-
rally low, but an appro-
priate level of security 
should be determined 
with the help of privacy 
and security experts 
based on the nature of 
the data
– Data may be openly 
published without data 
access restrictions only 
if the linking table/key 
file has been deleted; 
otherwise the data 
must only be accessible 
upon request and data 
must only be shared 
with external parties if 
secure methods are 

– Data collection and 
storage methods 
should meet good 
data management 
standards, but privacy 
issues do not apply 
– Security issues 
may apply if the data 
contain confidential 
business or intellectual 
property information; 
these issues should be 
reviewed with security 
experts
– Data may be openly 
archived and published 
without data access 
restrictions as long as 
no business confiden-
tiality or intellectual 
property issues apply 
to the data
– A trusted and discipli-
ne specific repository 
should be used for 
archiving
– Published data must 
be licensed so that re-
users know what they 
are allowed to do with 
the data



vulnerability of the 
subjects or risk of harm 
is low, but this should be 
discussed with privacy 
and security experts
Data published in a 
third-party repository 
must only be accessible 
upon request

used for data sharing 
and with legal agree-
ments are in place 
between parties.

used for data sharing 
and with legal agree-
ments are in place 
between parties.

ps0 ps1 ps2 ps3 “anon”

Safe output
Is there a risk of dis-
closure in the statisti-
cal results (e.g. tables, 
figures)?

– Screen output data 
for disclosure risk
– Determine if results 
of research may have 
an impact on society/
individuals with charac-
teristics similar to 
research participants. 
Discuss ethical con-
cerns and consequen-
ces of research findings 
with ethics committee
– Secondary users are 
responsible for scree-
ning output for re-iden-
tification
– When assessing 
requests for access, 
consideration should 
be given to the impact 
on the participants

– Screen output data 
for disclosure risk
– Determine if results 
of research may have 
an impact on society/
individuals with charac-
teristics similar to 
research participants. 
Discuss ethical con-
cerns and consequen-
ces of research findings 
with ethics committee
– Secondary users are 
responsible for scree-
ning output for re-iden-
tification
– When assessing 
requests for access, 
consideration should 
be given to the impact 
on the participants

– Screen output data 
for disclosure risk
– Determine if results 
of research may have 
an impact on society/
individuals with charac-
teristics similar to 
research participants. 
Discuss ethical con-
cerns and consequen-
ces of research findings 
with ethics committee
– Secondary users are 
responsible for scree-
ning output for re-iden-
tification
– When assessing 
requests for access, 
consideration should 
be given to the impact 
on the participants

– Screen output data for 
disclosure risk
– Determine if results of 
research may have an 
impact on society/indi-
viduals with characteris-
tics similar to research 
participants. Discuss 
ethical concerns and 
consequences of rese-
arch findings with ethics 
committee
– The linking table/
key file and other id 
variables should not be 
provided to secondary 
users, to avoid the risk 
of re-identification ba-
sed on the output data
– When assessing 
requests for access (if 
applicable), conside-
ration should be given 
to the impact on the 
participants

– Determine if results 
of research may have 
an impact on society/
individuals with charac-
teristics similar to 
research participants. 
Discuss ethical con-
cerns and consequen-
ces of research findings 
with ethics committee
– Prior to open pu-
blication of the data, 
consideration should 
be given to possible 
unforeseen impact that 
the anonymous/anony-
mized data could have 
on individuals. These 
issues can be discussed 
with privacy and ethics 
experts.

11



12

– Prior to open pu-
blication of the data, 
consideration should 
be given to possible 
unforeseen impact that 
the anonymous/anony-
mized data could have 
on individuals. These 
issues can be discussed 
with privacy and ethics 
experts.
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